2 Paymtech

NMpuMmep nHpopMauumn ans pasMelleHUs Ha cauTe

Hwxe npeacTasieHbl NpuUMepbl MHMOOPMaLMK, KOTOPYH HEOHXOAMMO pPa3MeCcTUTb Ha calTe
AN COOTBETCTBUS TPe6OBAHUAM.

MnaTtexxn. Onsarta 6aHKOBCKOW KapTOW OHJIaWH

Hall canT NnoaKtoYeH K MHTEPHET-IKBAMPUHIY, U Bbl MOXETe onaaTutb Ycnyry
6aHkoBckon kapTol Visa nnm Mastercard. Mocne noareepxaeHns BblbpaHHoro Toeapa
nnbo ycnyru oTKpoeTcs 3aluMLLEHHOE OKHO C NMIaTEXHOM CTpaHMLEN NMPOLECCUMHIOBOrO
LeHTpa PaymTech, roe Bam Heo6xoanMmMo BBECTU AaHHble Bawer 6aHKOBCKOW KapTbl. A1
OONOHUTENBHOW ayTeEHTUdMKALUN AepXaTens KapTbl MICNOAb3YETCs NpoTokon 3-D
Secure. Ecnn Baw baHK-3MUTEHT NoAAEep>XMBAET AAHHYIO TeXHON0ruo, Bel 6yaerte
nepeHanpas/ieHbl Ha ero cepeep A/ NMPOXOXAEHUS AONOSIHUTENbHOMW naeHTUdMUKaunm.
MHdopMaumto 0 npasBunax n Metogax AOMOSHUTENbHON NAEHTUhUKaUMN YTOUHSATE B
baHke, BblgaBLweM Bam 6aHKOBCKYO KapTy.

Ycnyra oHnanH-onaThl OCYLLLECTBISIETCA B COOTBETCTBMW C NpaBuiaMm MexayHapoaHbIX
nnaTtexHbix cncteM Visa n MasterCard Ha npuHUmMnax cobnoaeHns KoHpUaeHUManbHOCTH
1 6€30NacHOCTN COBEpPLUEHUS MaTexa, A 3TOro UCMNONb3YOTCS CaMble aKTyaslbHble
METOoAbl NPOBEPKU, LMD POBAHUS M NMepeaayn AaHHbIX MO 3aKpbITbiM KaHanam cBs3n. Beog
OaHHbIX 6AHKOBCKOM KapTbl OCYLECTBISAETCH B 3alUULLEHHOM OKHE Ha MNJaTexXHon
cTpaHuue Paymtech.

B nons Ha nnaTexHom cTpaHuue TpebyeTcsa BBECTM HOMEpP KapTbl, UM Bnagenbua KapThbl,
CPOK AeNCTBMSA KapTbl, TPEX3HauHbI koa 6e3onacHocTn (CVV2 ana VISA wnn CVC2 ans
MasterCard). Bce HeobxoanMbie AaHHble OTOOpaXkeHbl Ha MOBEPXHOCTU BaHKOBCKOM
KapTbl.

CVV2/ CVC2 — 370 Tpéx3Ha4HbIl Koa 6e30nacHOCTM, HaxoasaLWwmincss Ha 060pOTHOWM
CTOPOHE KapThbl.

[anee B TOM e OKHe OTKpPOeTCs CTpaHuua Bawero 6aHka-aMuTeHTa ans sesoga 3-D
Secure koga. B cnyyae, ecnu y Bac He HacTpoeH cTaTuuHbIn 3-D Secure, oH 6yaeT
OoTnpasfieH Ha Baw HoMep TenedoHa nocpeactsoM SMS. Ecnun 3-D Secure koA K Bam He
npuwen, To cneayet obpaTuTcs B Baw 6aHK-3MUTEHT.

3-D Secure — 3T0 camasi cOBpeMeHHas TexHosorns obecnedeHmns 6e3onacHoOCTm
NnaaTexen rno KaptaMm B CETU MHTEpPHET. [103BoAsSeT OAHO3HAYHO NAEHTUHNLMPOBATb
NOAJIMHHOCTbL AepXXaTens KapTbl, OCYLLECTBASOWEro onepauuvo, 1 MakCUMasbHO CHU3UTb
PUCK MOLLUEHHWUYECKKMX ornepaumii no Kapre.



FapaHTMn 6esonacHoOCTHU

MpoueccuHrosbi LeHTp PaymTech 3awmuwaeTt n obpabaTtbiBaeT AaHHble Balwlen
6aHKOBCKOWM KapTbl No ctaHaapTy 6e3onacHoctn PCI DSS 3.0. MNepeaaya nHdopmaunm B
MAATEXHbIA W3 MPOUCXOAUT C MPUMEHEHMEM TEXHOMOMMK WndpoBaHmsa SSL.
JanbHelwasa nepegadya MHGOpMaLUmM NPoNCXoanT MO 3aKpbiTbiM 6@HKOBCKUM CeTsAM,
MMeLWMM HaUBbICLLINIA YPOBEeHb HaZeXHOCTU. Paymtech He nepenaeT AaHHble Bawen
KapTbl HAM N UHbIM TPETbUM NMuUaM. 15 AONONHUTENBHON ayTEeHTUdUKaUMK AepXKaTens
KapTbl UCMONb3yeTcs npoTokos 3-D Secure.

B cny4yae, ecnun y Bac ecTb BONpOChl MO COBEPLUEHHOMY MaaTeXy, Bbl MoXxeTe 0bpaTnTbCs
B CNY>X0y Noaaep)XKU KIIMEHTOB MAATEXHOIO cepBmuca No 371EKTPOHHOMN
rnouTte Support@paymtech.kz

Be30onacHOCTb OHJIAMH-NJ1aTeXXeun

MNpenoctaBnsaemas Bamn nepcoHanbHas nHdopmaumsa (uma, aapec, tenedoH, e-mail,
HOMEp KpeanTHOM KapTbl) ABMSETCA KOHPUAEHUNANBHON U HE NOANEXMUT pasrialleHuto.
[aHHble Balluei KpeaAnTHOM KapTkl MNepeaanTcs TONbKO B 3alMMPOBAHHOM BUAE U HE
COXpaHsTCA Ha HaweM Web-cepsepe.

be3onacHocTb 06paboTkmn NHTepHeT-nnatexen rapaHtupyetr TOO «PaymTech». Bce
onepauumn ¢ NnaTexHbIMM KapTaMmn NpoUCX0oaaT B COOTBETCTBMU € TpebosaHusaMn VISA
International, MasterCard n gpyrux nnaatexHbix cuctem. Npu nepegaye nHdpopmaumnm
NMCNOJb3YIOTCS Cneunann3mpoBaHHblie TEXHOA0rnMM 6e30MacHOCTM KapTOYHbIX OHIaNH-
nnaTexen, obpaboTka AaHHbIX BeAETCS Ha 6e30MacHOM BbICOKOTEXHOIOMMYHOM CeEpBEpEe
MPOLECCMHIOBOM KOMMNAHUM.

OnnaTta nnaTexHbIMM KapTamu 6e3onacHa, NOTOMy YTo:

e Cucrema aBTOpM3aUMKN rapaHTUPYET NOKyNaTesto, YTO NNAaTEXHbIE PEKBU3UTbI €ro
naaTeXxXHown KapTtbl (HoMep, cpok aencrteus, CVV2/CVC2) He nonaayT B pyKu
MOLLEHHMKOB, TaK KaK 3TM AaHHble He XPaHATCS Ha cepBepe aBTopu3aumn U He
MOryT 6bITb NOXMULLEHbI.

e [lokynaTtenb BBOAWUT CBOM NnaTeXHble AaHHble HEMOCPEACTBEHHO B CUCTEME
aBTOpM3aummn Paymtech, a He Ha canTe MHTEepHEeT-MarasmHa, CieAoBaTesNkbHO,
NAaTeXHble PEKBU3UTbI KapTOuKKM MOoKynaTens He 6yayT AOCTYMHbl TPETbUM NMLAM.

vish @

mastercard.
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NMpaBuna pocraBku

3aecb BaM Heo6xoamMMo onucartb npaBwujia N yCcJZioBuUsa AOCTaBKUN, €CJZIn OHa €CTb

Bo3BpaT AeHeXHbIX CpeaAcTB

I'Ile nposeaeHnn OHM1aNH-oMAaThI MocpeacTBOM MaaTeXHblX KapT HE A0NYCKAaeTCHd BO3BpaT
HaNN4YHbIMU OEHEXHbLIMN CpeaCTBaMN. nOpﬂﬂ,OK BO3BpaTa peryampyerca npasuniamMmu
MeXAyHapOoAHbIX NMaaTeXHbIX CUCTEM:

1. MNoTpebuTtensb BNpaBe 0TKa3aTbCs OT TOBapa B Ntoboe BpemMs A0 ero nepenayn,
rnocne nepenayun ToBapa oTkas Heob6xoanMo opopMUTL B TedeHne 14 aHen;

2. Bo3BpaTt TOBapa Haaflexallero KayectBa BO3MOXEH B C/ly4ae, eC/IM COXpPaHeHbl ero
TOBapHbIM BMA, NOTPEOUTENbCKNE CBOMNCTBA, @ TaKXe AOKYMEHT, NOATBEPXKAAOLL NI
daKT 1 yCnoBus NMoKynkKu yKkasaHHOro ToBapa;

3. lNoTpebuTenb He BMNpaBe O0TKa3aTbCs OT TOBapa HaAsexallero Ka4yecTsa,
MMELLEro NHANBMAYaNbHO-ONpeaeeHHble CBOMCTBA, €CIM YKa3aHHbIM ToBap
MOXeT 6bITb UCMONb30BaH UCKNKOYUTENBHO NPUOBPETAOLLNM €ro YeI0BEKOM;

4. Tpwn oTKase OT ToBapa CO CTOPOHLI NOTpebuTens npoaasBel, AO/IKEH BEPHYTb €MY
OEHEXHY0 CYMMY, YNaadeHHylo notpebutenem, He no3gHee yeMm yepes ecsTb
AHEeN co aHA npenbsBneHns notpebuteneM cooTBETCTBYOWeEro TpeboBaHus.

[ns Bo3BpaTa AEHEXHbIX cpeAcTB Ha 6aHKOBCKYO KapTy He06X0AMMO 3amnoSIHUTb
«3asBneHne 0 BO3BpaTe AEHEXHbIX CPeACcTB», KOTOPOe BbICbl1aeTcs no TpeboBaHuto
KOMMaHMen Ha 31eKTPOHHbIN aapec, N OTNPaBUTb €ro BMECTe C NMPUIOXKeHMEM KOnumn
AOKYMeHTa, YAOCToBepstoLwero AM4HocTb, no agpecy E-MAIL aapec.

Bo3BpaTt AeHeXHbIX CpeacTB byAeT OCyLWEeCcTB/IeH Ha 6aHKOBCKYHO KapTy B TeYeHue
paboyero AHA Co AHS NonydeHns «3asiBNIeHNe 0 BO3BpaTE AEHEXHbIX CPEACTB»
KomMmnaHuen.

[Ons Bo3BpaTa AeHEeXHbIX CPeACTB Mo onepaumsam, NpoBeAeHHbIM C oWMbKaMu,
HeobxoaMMO 06pPaTUTLCA C MUCbMEHHbLIM 3asB/IEHUEM U MPUSTOXKEHNEM KOMUN AOKYMEHTa,
YAOCTOBEPSHIOLLENO JIMYHOCTb, U YEKOB/KBUTAHUUN, NOATBEPXAAOLWNX OLLMBOYHOE
cnucanme. [laHHoe 3asBneHne Heobxoammo HanpaBuTb No aapecy E-MAIL agpec.

CyMMa Bo3BpaTa byaeT paBHATLCA CyMMe NOKynkn. CpoK pacCMOTPEHUS 3asBNEeHUS U
BO3BpaTa AEHEXHbIX CPeACTB HAYMHAET UCUYNCNSATLCS C MOMEHTa noslydeHns KomnaHuen
3asBneHNs KU paccuymTbiBaeTcsl B paboumx gHsx 6e3 yyeta npasgHMKOB/BbIXOAHbIX AHEN.

Cny4yam oTKka3sa B cOBepLUeHUM MnJiaTexa:

e GaHKOBCKas KapTa He npeAHa3HadeHa A1 COBEpLUEHMS nnaTexen yepes
WHTEPHET, 0 YEM MOXHO y3HaTb, 06paTMBLUMCE B Baww BaHK-3MUTEHT;



e HeAOCTaTOYHO CpeAcTB ANs onnaTbl HAa 6aHKOBCKOM KapTe. MNoapobHee 0 Hannuum
CpeacTB Ha NNaTeXHoM KapTe Bbl MOXeTe y3HaTb, 06paTUBLINCL B 6aHK,
BbIMYCTUBLINIA GAHKOBCKYIO KapTy;

e JaHHble 6AHKOBCKOW KapTbl BBEAEHbI HEBEPHO;

e UCTEK CPOK AeNCTBMSA BaHKOBCKOM KapTbl. CpoK AENCTBUSA KapTbl, Kak rnpasusio,
yKasaH Ha JiMLEeBON CTOPOHe KapTbl (3TO Mecsil M rof, A0 KOTOPOro AeNCTBUTENbHA
kapTa). NoapobHee 0 cpoke AeNCTBMS KapTbl Bbl MOXeTe y3HaTb, 06paTMBLLNCE B
6aHK-3MUTEHT.

Mo Bonpocam onnatbl C MOMOLLbID 6AHKOBCKOM KapTbl M MHbIM BOMNPOCaM, CBSA3@HHbIM C
paboToi canTa, Bbl MOXeTe 06paTuTbCsa No cneaywwmm TenecdoHam: BALLI HOMEP
TENE®OHA.

KoHdmaeHUManbHOCTb
1. Onpepenenuns

WHTepHeT npoekT www.BALU AAPEC CAUTA.kz (nanee - URL, «MbI») cepbesHo
OTHOCUTCS K BOMPOCY KOHMUAEHUNANBHOCTM MH(pOPMALIMM CBOUX KITMEHTOB U
nocetuTteneii caitta www.BALLU AZJIPEC CAUTA.kz (fanee — «Bbl», «NOCETUTENN
carTa»). NepcoHNdOUUMPOBAHHOM Mbl Ha3blBaeM MHMOPMaALIMIO, COAEDPIKALLYIO
nepcoHanbHble gaHHble (Hanpumep: ®UO, NOrMH UM Ha3BaHWE KOMMaHUKM) noceTuTens
calTa, a TakXxe MHpopMaLmMio 0 AENCTBMAX, COBEPLLUAEMbIX BaMu Ha canTe URL.
(HanpuMep: 3aKa3 NoCeTUTENS CalTa C ero KOHTaKTHOM nHdopMaumein). AHOHUMHbBIMU Mbl
Ha3blBaeM [JaHHble, KOTOpPble HEBO3MOXHO O4HO3HAYHO MAEHTUDOUNLUMPOBATbL C KOHKPETHbIM
rnocetutenem canta (HanpuMmep: CTaTUCTUKA MOCELLLAEMOCTM calTa).

2. icnonb3oBaHue nHdbopmaumn

Mbl nCnonb3yeMm NepCoOHUOULMPOBAHHYIO MHMOPMaLIMIO KOHKPETHOIO NOCETUTENS CalTa
NCKOYUTENbHO ANns obecnedyeHns eMy Ka4yeCTBEHHOIr0 OKasaHus ycnyr n nx ydeta. Mol
He pacKpbiBaeM NMNepCcoHNPUUNPOBAHHbBIX AaHHbIX OAHMX noceTuTenen cata URL gpyrum
rnoceTnTenam camta. Mbl HUKOrAa He Ny6/IMKYyeM NepPCOHNMDULIMPOBAHHYIO MHMDOPMaLIMIO B
OTKPbITOM AOCTYNe N He NepeaaeM ee TpeTbMM nmuaM. VcknioveHmneM sBasioTCS Anb
CuUTyauum, Korga npegocraB/ieHne Takon nHdopMaumm ynosHOMOYEHHbIM
rocyAapCTBEHHbIM OpraHaMm npeanucaHo AEeNCTBYHOLWMM 3aKoHoA4aTeNbCTBOM Pecnybnmku
KazaxcTtaH. Mbl nybnnkyem n pacnpocTpaHsieM TOIbKO OTYETbl, MOCTPOEHHbIE Ha
OCHOBaHMKN COBpaHHbIX @aHOHUMHbIX AaHHbIX. [Tpn 3TOM OTYETHLI HE coaepXKaT
nHdopMaumio, No KOTopor 66110 6bl BO3MOXHbBIM MAEHTUPULMPOBATL
nepcoHN@UUMpOBaHHbIE AaHHble NONb30BaTenen ycayr. Mbl TakXe UCMNOo/b3yeM
QHOHWMHbIE AaHHble A8 BHYTPEHHEro aHanm3a, Lesblo KOTOPOro SIBASETCS pasBUTMeE
npoayktos u ycnyr URL

3. Ccblnku

Caiit www.BALU AJIPEC CANTA.kz MOXeT cofepXaTb CCbI/IKA Ha Apyrue caiiTbl, He
NMeloLLMe OTHOWEHMS K Hallen KOMNaHnM n NnpuHagnexawue TpeTbMM nmuam. Mbl He



HeceM OTBETCTBEHHOCTM 3a TOYHOCTb, MOJIHOTY WU AOCTOBEPHOCTb CBEAEHWI, Pa3MeELLEHHbIX
Ha canTax TPETbUX N1L, U He BepeM Ha cebs HMKaKnx 0693aTeNlbCTB N0 COXPaHEHUIO
KOH(MUAeHUManbHOCTU MHOPMaLMM, OCTaBIEHHON BaMM Ha TaKUX CanTax.

4. OrpaHn4yeHne OTBETCTBEHHOCTH

Mbl genaem BCe BO3MOXHOE A1 cObio4eHUA HACTOSALEN MONUTUKN
KOH(MUAEHLUMANbHOCTK, 04HAKO, Mbl HE MOXEM rapaHTUpPOBaTb COXPAHHOCTb MHMOpPMaLnm
B C/lydae BO3AeNCTBUSA aKTOPOB, HAaXOASLWMXCS BHE HALWIEro BAUSIHUS, pe3y/bTaToM
OEeNCTBUSA KOTOPbIX CTAHET packpbiTue nHgopmaunm. Cant www.BALL AQPEC
CAWUTA.kz v BCcs pa3MelleHHast Ha HeM MHbOopMaLMs NpeacTaBaeHbl Mo NPUHLMIY "Kak
ecTb” 6e3 Kaknx-nmbo rapaHTuii. Mbl He HECEM OTBETCTBEHHOCTU 3a HebnaronpusTHble
rnocneacTBus, a TakxKe 3a Nobble yObITKU, MPUUYMHEHHbIE BC/IEACTBUE OFpaHUUYEHMS
noctyna kK canty URL nnu Bcneacreme NoceweHmns canta n MCnosb30oBaHMs pa3MeLleHHOM
Ha HEM MHMOpPMaUnn.

5. KoHTakThbI
Mo BonpocaM, KacalLwWwmMMcs HacTosLWen NonMTuUKK, npockba obpallaTtbcsa no agpecy E-
MAIL agpec

HOpunanuyeckoe nmuyo

3aecb He06X0AMMO yKa3aTb Ha3BaHMe IPUANYECKOIro SINLA, PEKBU3UTDI,
ropuanyeckuin agpec u pakTuueckuii (ecnm ornnyaercs)
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